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(> conferences 1/0

We’'re going to be using a product

called Conferences i/o that will allow you to
engage with us during this session. All
responses are anonymous!

OEr0

If you have a mobile device (smartphone, tablet,
laptop, etc.) please take a moment now, and go
to https://taoofrisk.cnf.io E
The Conferences i/o app allows you to ask I'l'
guestions, up-vote questions other attendees
asked and respond to polls when they appear on
your device, all in real time!
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WEBSITE ADDRESS: Ta0OfRisk.cnf.io

Respond to

ASk a e iendy How do you feel about the PO"S When
. future? (Next 2 - 4 years)? they appear
Questlon Sacial ORA © Ask N
Vote by clicking / tapping the arrow
Up-Vote a
Question
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During this session we will

 Examine underestimated risk
« EXxplore pedigree analysis
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Do you use one or more software products from
these companies:

« ServiceNow, SolarWinds, Atlassian, VMware,
Apache, Adobe, Cisco, IBM, Microsoft

joseph.mayo@jwmc-llc.com
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Poll: What is your position on security of the
software you use?
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 CVEs are publicly disclosed
cybersecurity vulnerabilities

* Originally developed by the Mitre Corporation in
1999

* |In 2002, NIST recommended using CVEs
* April 2022: more than 233,000 CVEs cataloged
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 Validate software vendors

e Use software assets:

« Common Vulnerability Enumeration (CVE)
« Common Weakness Enumeration (CWE)
* National Vulnerability Database (NVD)

 Validate hardware vendors
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Social Q&A for ISACA Maryland Chapter Virtual
Conference
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Thank You!

Joseph W. Mayo
CMMI Associate, PMP, PMI-RMP, CRISC, RIMS-CRMP
joseph.mayo@jwmc-lic.com
@TaoOfRisk
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